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Abstract. The increasing complexit y and size of soft w are applications

requires impro v ed dev elopmen t tec hniques. The in tro duction of asp ect-

orien ted soft w are dev elopmen t (A OSD) and the supp ort for mo del-driv en

dev elopmen t (MDD) are t w o imp ortan t and promising ev olutions in this

con text. In this pap er, w e rep ort on our exploration to iden tify and ev al-

uate the synergies b et w een b oth trends.

W e ha v e created a domain sp eci�c mo del that supp orts the description

of an essen tial part of the securit y concern - i.e. access con trol. W e ha v e

protot yp ed a mo del transformator that comp oses the securit y concern

with an existing ob ject-orien ted application. W e ha v e dev elop ed solutions

that generate source co de for t w o di�eren t platforms: plain (OO) Ja v a

and (A O) CaesarJ resp ectiv ely . W e argue that targeting for A O platforms

ma y still o�er some adv an tages o v er OO platforms, ev en though w e could

w ea v e our asp ects at the design/mo deling lev el.

Keyw ords : asp ect orien ted mo deling, mo del w ea ving, mo del-driv en dev elop-

men t, UML 2, A OM case study

1 In tro duction

Asp ect-orien ted soft w are dev elopmen t (A OSD) is a dev elopmen t paradigm that

enables the creation of a mo dular arc hitecture for an application and its im-

plemen tation. A OSD aims for a solution to the problem that man y soft w are

functionalities (e.g., securit y , distribution, sync hronization) cannot easily b e ar-

c hitected and implemen ted. Based on traditional implemen tation tec hniques, the

implemen tation of the ab o v e men tioned functionalities will b e spread o v er the

mo dular structure of the soft w are application. These functionalities are said to

cross-cut the mo dules of the application [4 ].
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Mo del-Driv en Dev elopmen t (MDD) is a soft w are dev elopmen t approac h that

adv o cates the use of mo dels as the main soft w are artifacts. MDD aims to deal

with soft w are complexit y b y o�ering means to sp ecify soft w are on di�eren t ab-

straction lev els using mo deling languages at the lev el of, e.g., requiremen ts anal-

ysis, arc hitecture, design and implemen tation. T ransformation tec hniques can

b e applied to facilitate the generation of mo dels at a lo w er lev el of abstrac-

tion (adding detail), as w ell as the merging of mo dels (comp osing mo dels). F or

instance, (semi-)automatic source co de generation for m ultiple tec hnology plat-

forms b ecomes feasible.

Asp ect-orien ted mo deling (A OM) com bines ideas from A OSD and MDD b y

mo deling parts of a complete solution and bringing them bac k together. This can

lead to the adv an tage that one can use the optimal domain-sp eci�c (mo deling)

language for eac h of the concerns in v olv ed. Merging the separately designed

concern mo dels can b e based on either one of t w o alternativ e approac hes:

� The concern mo dels can b e translated to w ards a general purp ose asp ect-

orien ted platform where the platform merges the mo dels.

� The concern mo dels can b e merged at the mo del lev el using MDD tec h-

niques. The generation of platform sp eci�c mo dels (co de) can start from the

in tegrated mo del.

One ma y w onder whether its is b etter to generate co de for state-of-the-art ob ject-

orien ted platforms, or co de for a general-purp ose asp ect-orien ted platform. W e

will discuss this matter further in the pap er.

In this pap er w e study and ev aluate whether state-of-the-art MDD tec h-

nologies can enable A OM as sk etc hed ab o v e. By MDD tec hnologies w e mean

the set of a v ailable standards (UML, XML, MOFScript, etc.) and to ols (Mag-

icDra w, Eclipse, etc.). W e ha v e p erformed a realistic case study in whic h w e

ha v e extended a domain sp eci�c mo del and asp ect-language for an essen tial part

of securit y namely , access con trol. W e ha v e protot yp ed a mo del transformator

in MOFScript that comp oses the securit y mo del with an existing application

mo del. The k ey questions that ha v e b een addressed are:

� Can practical MDD tec hnologies enable the comp osition of mo dels (con-

cerns) at a higher lev el of abstraction?

� What kind of pro duction co de can b e generated, and what is the v alue of

A OP co de in this con text?

� What are the main c hallenges to mak e this kind of approac h more practical?

The pap er is structured as follo ws. In section 2, w e will brie�y presen t earlier

w ork on con text-based access con trol. W e will describ e an o v erseeable case study

that further motiv ates this w ork in section 3. A mo del-driv en approac h and

transformations will b e presen ted in section 4. W e ev aluate the results in the

ligh t of the three k ey questions in section 5 and w e presen t the related w ork in

section 6. Finally , w e conclude and outline our future w ork.



2 Securit y Bac kground

Man y real w orld applications need to ob ey an access con trol p olicy in order

to b e deplo y ed in practice. In general terms, suc h a p olicy w ould pro vide rules

that express under whic h circumstances a sub ject is allo w ed to p erform cer-

tain actions on the resources that are managed b y the application. In practice,

realistic p olicy rules t ypically rely on extra con text information from the appli-

cation state or the application en vironmen t. Ob viously , suc h a p olicy needs to b e

mo deled and expressed using an expressiv e language whic h enables taking in to

accoun t application state. Moreo v er in the con text of a large organization often

one single organization-wide p olicy needs to b e enforced uniformly in v arious

applications that are deplo y ed within the organization. Although the expression

of securit y p olicies is a c hallenge on its o wn, practical and more or less de facto

standard languages exist. It is actually relativ ely straigh tforw ard to sp ecify basic

p olicies using a domain-sp eci�c securit y p olicy language, suc h as XA CML [2].

Ho w ev er, this approac h su�ers from sev eral dra wbac ks. The delimitation of the

resp onsibilities b et w een the securit y o�cer, who manages the p olicy cen trally ,

and the deplo ymen t manager of a sp eci�c application, who applies the access

con trol p olicy b y enforcing it to a sp eci�c application, is p o orly supp orted. As

eac h application within an organization ma y use di�eren t concepts, the same

securit y p olicy ma y need to b e sp eci�ed for eac h application individually . The

approac h will render it hard to manage the p olicy cen trally , esp ecially if this

p olicy is sub ject to frequen t c hanges.

V erhanneman et al [9] prop ose a solution whic h tac kles some of these dra w-

bac ks. Their approac h allo ws the sp eci�cation of expressiv e con text-based p oli-

cies whic h can b e uniformly enforced in eac h application. The solution in tro duces

t w o concepts that impro v e the supp ort for the separation of concerns principle.

An access in terface abstracts from application-sp eci�c details b y including

only information that is relev an t for access con trol. It consists of a n um b er of

obje ct interfac es whic h declare the a v ailable resources and a n um b er of sub-

je ct interfac es whic h declare the a v ailable sub ject roles. Both in terfaces declare

information that the p olicy ma y need, in the form of a n um b er of attribute

declarations. In addition, an ob ject in terface declares seman tic actions. These

seman tic actions abstract syn tactic actions and represen t the securit y sensitiv e

op erations to whic h p olicies apply .

The deplo ymen t manager, who pro vides the application logic, should bind

the access in terface to eac h application b y means of an application-sp eci�c view

connector . This view connector

� sp eci�es the mapping b et w een application ob jects and securit y ob jects or

sub jects,

� determines ho w to compute the necessary attributes (con text information)

related to the relev an t securit y ob jects and sub jects, and

� iden ti�es all securit y sensitiv e op erations, and maps them to corresp onding

seman tic actions in the ob ject in terface.



The approac h do es not put an y constrain ts on the c hoice of the authorization

engine. Th us, the access con trol asp ect can b e constructed b y aggregating three

t yp es of en tities: a third-part y authorization engine, an access in terface, and the

view connectors. Recall that eac h view connector binds the access in terface to a

particular application (see Fig. 1).

Fig. 1. A ccess con trol service

The view connector triggers an access con trol c hec k eac h time an application

ev en t o ccurs that is annotated as a seman tic action in the access in terface. Con-

v ersely , the authorization engine can query the view connector through the access

in terface to retriev e required ob ject and sub ject attributes. The authorization

engine then ev aluates whether an access request conforms to the p olicy .

In the w ork published b y V erhanneman a protot yp e implemen tation of this

approac h has b een dev elop ed for the CaesarJ platform [3 ]. The implemen tation

uses a custom p olicy language and authorization engine and is fairly complex

and error-prone. Therefore, instead of a pure A OP implemen tation, an A OM

approac h is desired to master this inheren t complexit y . In addition, mo dels will

pro vide a certain platform-indep endence and b etter co de qualit y .

In the next section, w e presen t a case study , whic h illustrates the concepts

describ ed in this section.

3 A Simple Case Study

This section presen ts a calendar application, and illustrates the concepts of an

access in terface and view connector. The calendar system lets users b o ok ap-

p oin tmen t en tries (Fig. 2). En tries can b e singular or rep etitiv e. A calendar

en try in v olv es participan ts and resources (ro oms, pro jectors, etc.). The calen-

dar system has three main actors: calendar o wner, secretary and emplo y ee. The

UML diagram in Fig. 3 sho ws the access in terface for the calendar system.

Recall that an access in terface pro vides an abstraction la y er that re�ects only

information relev an t for access con trol. W e in tro duce Calendar and R esour c e



Calendar

+deleteEntry( e : Entry )
+updateEntry( entryID : int, t : TimeInterval, r : Resource )
+addUserToEntry( user : User, entry : Entry )
+newContinualEntry( f : TimeInterval, e : date, r : Resource )
+newEntry( t : TimeInterval, r : Resource )
+getAllEntries() : Collection
+registerEntry( e : Entry, r : Resource )

<<factory>>
<<singleton>>

CalendarFactory

+createCalendar( u : User ) : Calendar

<<factory>>
<<singleton>>

ResourceFactory

+createResource( id : int ) : Resource

Resource

-id : int

+bookEntry( e : Entry )
+cancelEntry( e : Entry )
+showBookings() : Collection

Entry

-timeInterval : TimeInterval
-EID : int

Employee

-name : String

Secretary

User

-manages
1

-secretary

-resources

0..*
-owner

10..1

0..*1

1

0..*

0..*

*

Fig. 2. Calendar Application

<<object>>
Calendar

+deleteEntry()
+editEntry()
+newContinualEntry()
+newEntry()
+showEntries()

<<subject>>
CalendarOwner

<<subject>>
Employee

<<subject>>
Secretary

<<object>>
Resource

+book()
+cancel()
+initialize()

-calendarOwner

1
-sec

1

Fig. 3. A ccess In terface

as securit y ob jects ha ving the set of all p ossible actions that securit y sub jects

can in v ok e on them. Employe e , Se cr etary and CalendarOwner are the relev an t

securit y sub jects. The securit y attributes whic h pro vide con text information are

c alendarOwner and se c , whic h are implicitly presen t as na vigable asso ciations.

In order to create a mapping b et w een these t w o concerns w e sp ecify the view

connector a snipp et of whic h is sho wn on �g. 4.

resource mapping application.Calendar accessin terface.CalendarOb ject

action mapping getAllEn tries sho wEn tries

newCon tin ualEn try newCon tin ualEn try

... ...

attribute computation Calendar.getOwner() calendarOwner

Fig. 4. View Connector

A calendar o wner is an emplo y ee who can create, edit and delete singular and

rep etitiv e en tries. A calendar o wner's secretary can create only singular en tries

and edit existing en tries in the o wner's calendar. All emplo y ees can access the

information in a calendar, but are not allo w ed to in tro duce an y c hanges. Fig. 5

sho ws the �rst part of the last rule expressed in XA CML.

In the next section w e will sho w ho w w e can use MDD tec hniques to bring

this approac h to a mo deling lev el. Source co de is then generated automatically

from the sp eci�ed mo dels.



<T a rget>

<Subjects> <AnySubject/> </Subjects>

<Resources><Resource>

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<A ttribute V alue DataT yp e="http://www.w3.o rg/2001/XMLSchema#string">Calenda r</A ttribute V alue>

<ResourceA ttributeDesignato r DataT yp e="http://www.w3.o rg/2001/XMLSchema#string"

A ttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"/>

</ResourceMatch>

</Resource></Resources>

<A ctions><A ction>

<A ctionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<A ttribute V alue DataT yp e="http://www.w3.o rg/2001/XMLSchema#string">sho wEntries</A ttribute V alue>

<A ctionA ttributeDesignato r DataT yp e="http://www.w3.o rg/2001/XMLSchema#string"

A ttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"/>

</A ctionMatch>

</A ction></A ctions>

</T a rget>

Fig. 5. A ccess con trol p olicy

4 Mo del-Driv en Approac h

This section de�nes an MDD pro cess whic h has b een used to dev elop the case

study presen ted in the previous section. Also, w e shortly discuss the CaesarJ

and Ja v a generation engines.

4.1 Mo deling

The �rst step to bring the A ccess In terface/View Connector approac h to w ards an

MDD pro cess is b y c ho osing a suitable framew ork represen ting all the necessary

information on a mo deling lev el. W e will shortly discuss ho w eac h concept of the

solution is mo deled.

Application Business Logic Asp ect Clearly the b est w a y to represen t the

application logic is b y using UML2 and kno wn mo deling tec hniques. This has

already b een done in the previous section (see Fig. 2).

A ccess Con trol Asp ect The access in terface, a third part y authorization en-

gine and a set of access con trol p olicies represen ts the access con trol asp ect of

the calendar system. W e b eliev e that the UML2 represen tation of the access in-

terface from �gure 3 is suitable for the MDD framew ork. W e ha v e c hosen to use

the XA CML p olicy language along with Sun's implemen tation of the XA CML

authorization engine [6].

View Connector Giv en the t w o asp ects of a system, w e w ould lik e to express

them in separate mo dels and w ea v e them afterw ards. W e can lev erage on the

concept of a view connector, ho w ev er w e need a systematic approac h to represen t

it on a mo deling lev el.

W e represen t the view con troller as a non-self-con tained mo del that references

the application and access in terface mo dels using UML dep endencies. W e ha v e



created a simple UML pro�le in order to assign di�eren t seman tic meanings to

the dep endencies b y stereot yping them. The sp eci�cation of a view con troller

consists of three parts, whic h w e discuss separately .

1. Map applic ation obje cts to se curity obje cts and subje cts:

Mapping application ob jects to securit y ob jects and sub jects is done b y using

UML dep endencies mark ed with the � map_obje ct � and � map_subje ct �
stereot yp es resp ectiv ely .

2. Map op er ations to semantic actions:

Mapping of op erations to seman tic actions is realized b y UML dep endencies

mark ed with the � map_action � stereot yp e.

3. Determine attribute c omputation for se curity obje cts and subje cts:

W e consider the attribute computation as a mapping as w ell and represen t it

b y using UML dep endency mark ed with the � map_attribute � stereot yp e.

In case a more complex computation is necessary , the approac h requires that

the computation is encapsulated within a help er metho d, and the securit y

attribute is mapp ed to that metho d.

This set of mappings is less expressiv e compared to a programming language suc h

as CaesarJ. Ho w ev er, w e b eliev e that in most cases this set will b e su�cien t. W e

ha v e p erformed these three mapping steps on the calendar system (see Fig. 6).

As the case study is relativ ely simple, most of the mappings are ob vious. Notice

that more than one concept from the application mo del can map to a single

concept from the access in terface (e.g. b oth Entity and Calendar classes map to

the same Calendar ob ject). The dep endencies resulting from the third step are

c alendarOwner mapping to owner, and se c mapping to se cr etary . Some of the

dep endencies and stereot yp es are not sho wn for readabilit y purp oses.

Calendar

+deleteEntry( e : Entry )
+updateEntry( entryID : int, t : TimeInterval, r : Resource )
+addUserToEntry( user : User, entry : Entry )
+newContinualEntry( f : TimeInterval, e : date, r : Resource )
+newEntry( t : TimeInterval, r : Resource )
+getAllEntries() : Collection
+registerEntry( e : Entry, r : Resource )

Resource

+bookEntry( e : Entry )
+cancelEntry( e : Entry )
+showBookings() : Collection

<<object>>
Calendar

+deleteEntry()
+editEntry()
+newContinualEntry()
+newEntry()
+showEntries()

Entry

-timeInterval : TimeInterval
-EID : int

<<subject>>
CalendarOwner

<<subject>>
Secretary

<<object>>
Resource

+book()
+cancel()
+initialize()

<<subject>>
Employee

Employee

Secretary

User

<<map_object>>

<<map_action>>

<<map_action>>

<<map_subject>>

<<map_subject>>

<<map_subject>>

<<map_object>>

<<map_subject>>

Fig. 6. View Connector



4.2 T ransformation and Co de Generation

Giv en the UML2 mo dels of the t w o asp ects and their binding information, w e

ha v e dev elop ed mo del-to-co de transformators for t w o target platforms: CaesarJ

and Ja v a. Both transformators are implemen ted in MOFScript [5 ], whic h tak es

as an input the UML2 mo dels using the Eclipse Mo deling F ramew ork. Giv en the

input mo dels with a de�ned seman tics it is relativ ely straigh tforw ard to write

a transformator. Curren tly only class mo dels are used in the transformators.

Beha vioral mo dels should b e implemen ted man ually in the source.

CaesarJ T r ansformator The implemen tation of the CaesarJ transformator is

straigh tforw ard. The application mo del is transformed to pure Ja v a source co de.

The access in terface and the view connector are transformed to CaesarJ sp eci�c

source. The CaesarJ platform w ea v es the three concerns at b yte-co de lev el. W e

ha v e used the around advice construct that in case of a successful authoriza-

tion the original metho d pro ceeds with its execution; otherwise an exception is

thro wn. A more detailed description of the CaesarJ co de can b e found in [8].

Java T r ansformator Notice that the input UML2 mo dels implicitly con tain in-

formation ab out all the p oin tcuts and advice. Dep endencies mark ed with the

� map_action � stereot yp e denote the mapping of op erations to seman tic ac-

tions. These are precisely the places where the execution of the application should

b e stopp ed and directed to the authorization engine in order to p erform an ac-

cess con trol. Hence w e can also p erform the com bination on a mo deling lev el b y

injecting the access con trol c hec ks just b efore the execution of a securit y sp eci�c

op eration using an if-then-else construct. In theory w e can pro duce the com bined

w o v en mo del b efore generating Ja v a co de. Ho w ev er in practice, w e skip this step,

since it is easier to generate Ja v a directly from the input mo dels.

5 Ev aluation

W e ha v e sho wn in this small case study that existing state-of-the-art MDD

tec hnologies can enable the comp osition of a primary application mo del with a

domain-sp eci�c mo del of access con trol. The presen ted MDD approac h is cur-

ren tly limited to solely addressing the securit y (sub)concern.

W e ha v e dev elop ed t w o mo del transformators that generate co de for asp ect-

orien ted and for ob ject-orien ted platforms. The CaesarJ transformator generates

source co de iden tical to the protot yp e implemen tation pro vided in [8 ]. The b e-

ha vior of the application core should b e man ually enric hed directly in the source

co de. The Ja v a transformator generates source co de equiv alen t to that of the

CaesarJ platform. All securit y sp eci�c concerns are fully automatically gener-

ated. The b eha vior of the application mo del should b e man ually enric hed directly

in the source co de for b oth transformators.

Based on our case study w e ha v e obtained equiv alen t source co de. W e ha v e

observ ed that the CaesarJ platform is still somewhat b ene�cial o v er the Ja v a

platform. The transformator for the A O platform is m uc h more simple as it



transforms eac h of the concerns to a separate mo dule, and lea v es the w ea ving to

the platform. Giv en the structural mo dels w e only generate sk eleton co de and

lea v e the implemen tation of the b eha vior to the programmer. An A O platform

separates the application core from the securit y concern, hence the A O source

co de is b etter structured and easier to main tain. In addition, consider the sce-

nario when only the access in terface or the application mo del c hanges. Giv en

that A O platforms k eep the concerns separated also in the co de, w e will need to

regenerate only the source co de for the mo di�ed mo del. Ho w ev er, A O platforms

are relativ ely new and less stable. Moreo v er, the source con tains con trol �o w

switc hes at the p oin tcuts to the advices whic h p erform the access con trol.

The Ja v a platform is more established and Ja v a source co de pro vides a b etter

view of the thread of execution. Ho w ev er the Ja v a transformator has to p erform

the w ea ving of the mo dels, whic h mak es the transformator more complex. The

generated w o v en co de is less structured and harder to main tain. In case only the

access in terface or the application core c hanges, w e will need to regenerate and

recompile the whole source co de.

One of the main c hallenges of our approac h is scalabilit y: asp ects suc h as

reliabilit y and distribution will need domain sp eci�c mo dels. F or eac h of those

disciplines, one needs domain sp eci�c exp ertise that pro vides tec hniques and

concepts similar to the access in terface/view connector solution. One also needs

a dedicated MDD transformator for eac h asp ect and platform. In this con text,

an A O platform will b e ev en more b ene�cial as its transformator will b e simpler

and faster to write. Finally , w e did not y et explore the p oten tial of dynamic

w ea ving of the CaesarJ platform.

6 Related W ork

Cottenier et al. [7 ] de�ne an approac h that w ea v es b eha vioral asp ect mo dels

with the core of the system. Crosscutting b eha vior is designed with plain SDL

statec harts from a p ersp ectiv e that is de�ned b y ligh t w eigh t extensions to the

SDL and UML metamo dels. A connector metamo del de�nes the structure of the

asp ect-to-core binding de�nition. Finally , a w ea v er b eha vioral metamo del de�nes

comp osition primitiv es for sp ecifying w ea ving strategies. The w ork de�nes a

translationistic approac h, whic h adv o cates a precise mo deling of all asp ects of

the application including the tec hnical implemen tation details. Our framew ork

b elongs to an elab orationistic approac h, where only static structure is mo deled

and some co de is generated. The rest of the co de is man ually enric hed.

Reddy et al. [10 ] presen t an approac h for comp osing asp ect-orien ted design

class mo dels, where eac h asp ect mo del describ es a feature that crosscuts elemen ts

in the primary mo del. Asp ect and primary mo dels are comp osed to obtain an

in tegrated design view.

Clark e et al. [1] prop oses a UML design mo del that encompasses di�eren t

separation-of-concern tec hniques. A Theme represen ts a mo dularized view of a

concern in the system. It allo ws a dev elop er to mo del features and asp ects of a

system, and sp ecify ho w they should b e com bined.



In con trast to these w orks, our approac h is less generic as it encompasses

only one asp ect of a system. Moreo v er, w e do not explicitly mo del the w ea ving

strategy , but em b ed it in the transformator. Our approac h de�nes an elab orated

pro cess though, whic h allo ws starting from high-lev el requiremen ts (p olicies) to

obtain a semi-automatically generated source co de framew ork.

7 Conclusions and F uture W ork

In this pap er w e ha v e ev aluated an approac h to apply state-of-the-art MDD

tec hnologies in the con text of A OM. W e ha v e studied an A O solution that mo d-

ularizes the enforcemen t of application-sp eci�c access con trol p olicies. W e ha v e

determined that MDD tec hnologies can enable the giv en solution. Ho w ev er, w e

are a w are that the approac h can only scale to other asp ects if the related mo dels

can b e managed b y a ligh t w eigh t transformation. In addition, w e ha v e argued

that ev en though it is p ossible to w ea v e the asp ects on a mo deling lev el w e

b eliev e that A O platforms still o�er certain adv an tages o v er the OO platforms.

In the future, w e plan to pro vide metrics for a true comparison of the A O and

OO solutions. Moreo v er w e will in v estigate ho w the dynamic w ea ving prop erties

of A O platforms can con tribute. In addition, w e will in v estigate the scalabilit y

of our approac h, realizing other concerns.
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