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t. The in
reasing 
omplexity and size of software appli
ationsrequires improved development te
hniques. The introdu
tion of aspe
t-oriented software development (AOSD) and the support for model-drivendevelopment (MDD) are two important and promising evolutions in this
ontext. In this paper, we report on our exploration to identify and eval-uate the synergies between both trends.We have 
reated a domain spe
i�
 model that supports the des
riptionof an essential part of the se
urity 
on
ern - i.e. a

ess 
ontrol. We haveprototyped a model transformator that 
omposes the se
urity 
on
ernwith an existing obje
t-oriented appli
ation. We have developed solutionsthat generate sour
e 
ode for two di�erent platforms: plain (OO) Javaand (AO) CaesarJ respe
tively. We argue that targeting for AO platformsmay still o�er some advantages over OO platforms, even though we 
ouldweave our aspe
ts at the design/modeling level.Keywords: aspe
t oriented modeling, model weaving, model-driven develop-ment, UML 2, AOM 
ase study1 Introdu
tionAspe
t-oriented software development (AOSD) is a development paradigm thatenables the 
reation of a modular ar
hite
ture for an appli
ation and its im-plementation. AOSD aims for a solution to the problem that many softwarefun
tionalities (e.g., se
urity, distribution, syn
hronization) 
annot easily be ar-
hite
ted and implemented. Based on traditional implementation te
hniques, theimplementation of the above mentioned fun
tionalities will be spread over themodular stru
ture of the software appli
ation. These fun
tionalities are said to
ross-
ut the modules of the appli
ation [4℄.
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Model-Driven Development (MDD) is a software development approa
h thatadvo
ates the use of models as the main software artifa
ts. MDD aims to dealwith software 
omplexity by o�ering means to spe
ify software on di�erent ab-stra
tion levels using modeling languages at the level of, e.g., requirements anal-ysis, ar
hite
ture, design and implementation. Transformation te
hniques 
anbe applied to fa
ilitate the generation of models at a lower level of abstra
-tion (adding detail), as well as the merging of models (
omposing models). Forinstan
e, (semi-)automati
 sour
e 
ode generation for multiple te
hnology plat-forms be
omes feasible.Aspe
t-oriented modeling (AOM) 
ombines ideas from AOSD and MDD bymodeling parts of a 
omplete solution and bringing them ba
k together. This 
anlead to the advantage that one 
an use the optimal domain-spe
i�
 (modeling)language for ea
h of the 
on
erns involved. Merging the separately designed
on
ern models 
an be based on either one of two alternative approa
hes:� The 
on
ern models 
an be translated towards a general purpose aspe
t-oriented platform where the platform merges the models.� The 
on
ern models 
an be merged at the model level using MDD te
h-niques. The generation of platform spe
i�
 models (
ode) 
an start from theintegrated model.One may wonder whether its is better to generate 
ode for state-of-the-art obje
t-oriented platforms, or 
ode for a general-purpose aspe
t-oriented platform. Wewill dis
uss this matter further in the paper.In this paper we study and evaluate whether state-of-the-art MDD te
h-nologies 
an enable AOM as sket
hed above. By MDD te
hnologies we meanthe set of available standards (UML, XML, MOFS
ript, et
.) and tools (Mag-i
Draw, E
lipse, et
.). We have performed a realisti
 
ase study in whi
h wehave extended a domain spe
i�
 model and aspe
t-language for an essential partof se
urity namely, a

ess 
ontrol. We have prototyped a model transformatorin MOFS
ript that 
omposes the se
urity model with an existing appli
ationmodel. The key questions that have been addressed are:� Can pra
ti
al MDD te
hnologies enable the 
omposition of models (
on-
erns) at a higher level of abstra
tion?� What kind of produ
tion 
ode 
an be generated, and what is the value ofAOP 
ode in this 
ontext?� What are the main 
hallenges to make this kind of approa
h more pra
ti
al?The paper is stru
tured as follows. In se
tion 2, we will brie�y present earlierwork on 
ontext-based a

ess 
ontrol. We will des
ribe an overseeable 
ase studythat further motivates this work in se
tion 3. A model-driven approa
h andtransformations will be presented in se
tion 4. We evaluate the results in thelight of the three key questions in se
tion 5 and we present the related work inse
tion 6. Finally, we 
on
lude and outline our future work.



2 Se
urity Ba
kgroundMany real world appli
ations need to obey an a

ess 
ontrol poli
y in orderto be deployed in pra
ti
e. In general terms, su
h a poli
y would provide rulesthat express under whi
h 
ir
umstan
es a subje
t is allowed to perform 
er-tain a
tions on the resour
es that are managed by the appli
ation. In pra
ti
e,realisti
 poli
y rules typi
ally rely on extra 
ontext information from the appli-
ation state or the appli
ation environment. Obviously, su
h a poli
y needs to bemodeled and expressed using an expressive language whi
h enables taking intoa

ount appli
ation state. Moreover in the 
ontext of a large organization oftenone single organization-wide poli
y needs to be enfor
ed uniformly in variousappli
ations that are deployed within the organization. Although the expressionof se
urity poli
ies is a 
hallenge on its own, pra
ti
al and more or less de fa
tostandard languages exist. It is a
tually relatively straightforward to spe
ify basi
poli
ies using a domain-spe
i�
 se
urity poli
y language, su
h as XACML [2℄.However, this approa
h su�ers from several drawba
ks. The delimitation of theresponsibilities between the se
urity o�
er, who manages the poli
y 
entrally,and the deployment manager of a spe
i�
 appli
ation, who applies the a

ess
ontrol poli
y by enfor
ing it to a spe
i�
 appli
ation, is poorly supported. Asea
h appli
ation within an organization may use di�erent 
on
epts, the samese
urity poli
y may need to be spe
i�ed for ea
h appli
ation individually. Theapproa
h will render it hard to manage the poli
y 
entrally, espe
ially if thispoli
y is subje
t to frequent 
hanges.Verhanneman et al [9℄ propose a solution whi
h ta
kles some of these draw-ba
ks. Their approa
h allows the spe
i�
ation of expressive 
ontext-based poli-
ies whi
h 
an be uniformly enfor
ed in ea
h appli
ation. The solution introdu
estwo 
on
epts that improve the support for the separation of 
on
erns prin
iple.An a

ess interfa
e abstra
ts from appli
ation-spe
i�
 details by in
ludingonly information that is relevant for a

ess 
ontrol. It 
onsists of a number ofobje
t interfa
es whi
h de
lare the available resour
es and a number of sub-je
t interfa
es whi
h de
lare the available subje
t roles. Both interfa
es de
lareinformation that the poli
y may need, in the form of a number of attributede
larations. In addition, an obje
t interfa
e de
lares semanti
 a
tions. Thesesemanti
 a
tions abstra
t synta
ti
 a
tions and represent the se
urity sensitiveoperations to whi
h poli
ies apply.The deployment manager, who provides the appli
ation logi
, should bindthe a

ess interfa
e to ea
h appli
ation by means of an appli
ation-spe
i�
 view
onne
tor. This view 
onne
tor� spe
i�es the mapping between appli
ation obje
ts and se
urity obje
ts orsubje
ts,� determines how to 
ompute the ne
essary attributes (
ontext information)related to the relevant se
urity obje
ts and subje
ts, and� identi�es all se
urity sensitive operations, and maps them to 
orrespondingsemanti
 a
tions in the obje
t interfa
e.



The approa
h does not put any 
onstraints on the 
hoi
e of the authorizationengine. Thus, the a

ess 
ontrol aspe
t 
an be 
onstru
ted by aggregating threetypes of entities: a third-party authorization engine, an a

ess interfa
e, and theview 
onne
tors. Re
all that ea
h view 
onne
tor binds the a

ess interfa
e to aparti
ular appli
ation (see Fig. 1).

Fig. 1. A

ess 
ontrol servi
eThe view 
onne
tor triggers an a

ess 
ontrol 
he
k ea
h time an appli
ationevent o

urs that is annotated as a semanti
 a
tion in the a

ess interfa
e. Con-versely, the authorization engine 
an query the view 
onne
tor through the a

essinterfa
e to retrieve required obje
t and subje
t attributes. The authorizationengine then evaluates whether an a

ess request 
onforms to the poli
y.In the work published by Verhanneman a prototype implementation of thisapproa
h has been developed for the CaesarJ platform [3℄. The implementationuses a 
ustom poli
y language and authorization engine and is fairly 
omplexand error-prone. Therefore, instead of a pure AOP implementation, an AOMapproa
h is desired to master this inherent 
omplexity. In addition, models willprovide a 
ertain platform-independen
e and better 
ode quality.In the next se
tion, we present a 
ase study, whi
h illustrates the 
on
eptsdes
ribed in this se
tion.3 A Simple Case StudyThis se
tion presents a 
alendar appli
ation, and illustrates the 
on
epts of ana

ess interfa
e and view 
onne
tor. The 
alendar system lets users book ap-pointment entries (Fig. 2). Entries 
an be singular or repetitive. A 
alendarentry involves parti
ipants and resour
es (rooms, proje
tors, et
.). The 
alen-dar system has three main a
tors: 
alendar owner, se
retary and employee. TheUML diagram in Fig. 3 shows the a

ess interfa
e for the 
alendar system.Re
all that an a

ess interfa
e provides an abstra
tion layer that re�e
ts onlyinformation relevant for a

ess 
ontrol. We introdu
e Calendar and Resour
e



Calendar

+deleteEntry( e : Entry )
+updateEntry( entryID : int, t : TimeInterval, r : Resource )
+addUserToEntry( user : User, entry : Entry )
+newContinualEntry( f : TimeInterval, e : date, r : Resource )
+newEntry( t : TimeInterval, r : Resource )
+getAllEntries() : Collection
+registerEntry( e : Entry, r : Resource )

<<factory>>
<<singleton>>

CalendarFactory

+createCalendar( u : User ) : Calendar

<<factory>>
<<singleton>>

ResourceFactory

+createResource( id : int ) : Resource

Resource

−id : int

+bookEntry( e : Entry )
+cancelEntry( e : Entry )
+showBookings() : Collection

Entry

−timeInterval : TimeInterval
−EID : int

Employee

−name : String

Secretary

User

−manages
1

−secretary

−resources

0..*
−owner

10..1

0..*1

1

0..*

0..*

*

Fig. 2. Calendar Appli
ation
<<object>>

Calendar

+deleteEntry()
+editEntry()
+newContinualEntry()
+newEntry()
+showEntries()

<<subject>>
CalendarOwner

<<subject>>
Employee

<<subject>>
Secretary

<<object>>
Resource

+book()
+cancel()
+initialize()

−calendarOwner

1
−sec

1 Fig. 3. A

ess Interfa
eas se
urity obje
ts having the set of all possible a
tions that se
urity subje
ts
an invoke on them. Employee, Se
retary and CalendarOwner are the relevantse
urity subje
ts. The se
urity attributes whi
h provide 
ontext information are
alendarOwner and se
, whi
h are impli
itly present as navigable asso
iations.In order to 
reate a mapping between these two 
on
erns we spe
ify the view
onne
tor a snippet of whi
h is shown on �g. 4.resour
e mapping appli
ation.Calendar a

essinterfa
e.CalendarObje
ta
tion mapping getAllEntries showEntriesnewContinualEntry newContinualEntry... ...attribute 
omputation Calendar.getOwner() 
alendarOwnerFig. 4. View Conne
torA 
alendar owner is an employee who 
an 
reate, edit and delete singular andrepetitive entries. A 
alendar owner's se
retary 
an 
reate only singular entriesand edit existing entries in the owner's 
alendar. All employees 
an a

ess theinformation in a 
alendar, but are not allowed to introdu
e any 
hanges. Fig. 5shows the �rst part of the last rule expressed in XACML.In the next se
tion we will show how we 
an use MDD te
hniques to bringthis approa
h to a modeling level. Sour
e 
ode is then generated automati
allyfrom the spe
i�ed models.



<Target><Subje
ts> <AnySubje
t/> </Subje
ts><Resour
es><Resour
e><Resour
eMat
h Mat
hId="urn:oasis:names:t
:xa
ml:1.0:fun
tion:string-equal"><AttributeValue DataType="http://www.w3.org/2001/XMLS
hema#string">Calendar</AttributeValue><Resour
eAttributeDesignator DataType="http://www.w3.org/2001/XMLS
hema#string"AttributeId="urn:oasis:names:t
:xa
ml:1.0:resour
e:resour
e-id"/></Resour
eMat
h></Resour
e></Resour
es><A
tions><A
tion><A
tionMat
h Mat
hId="urn:oasis:names:t
:xa
ml:1.0:fun
tion:string-equal"><AttributeValue DataType="http://www.w3.org/2001/XMLS
hema#string">showEntries</AttributeValue><A
tionAttributeDesignator DataType="http://www.w3.org/2001/XMLS
hema#string"AttributeId="urn:oasis:names:t
:xa
ml:1.0:a
tion:a
tion-id"/></A
tionMat
h></A
tion></A
tions></Target> Fig. 5. A

ess 
ontrol poli
y4 Model-Driven Approa
hThis se
tion de�nes an MDD pro
ess whi
h has been used to develop the 
asestudy presented in the previous se
tion. Also, we shortly dis
uss the CaesarJand Java generation engines.4.1 ModelingThe �rst step to bring the A

ess Interfa
e/View Conne
tor approa
h towards anMDD pro
ess is by 
hoosing a suitable framework representing all the ne
essaryinformation on a modeling level. We will shortly dis
uss how ea
h 
on
ept of thesolution is modeled.Appli
ation Business Logi
 Aspe
t Clearly the best way to represent theappli
ation logi
 is by using UML2 and known modeling te
hniques. This hasalready been done in the previous se
tion (see Fig. 2).A

ess Control Aspe
t The a

ess interfa
e, a third party authorization en-gine and a set of a

ess 
ontrol poli
ies represents the a

ess 
ontrol aspe
t ofthe 
alendar system. We believe that the UML2 representation of the a

ess in-terfa
e from �gure 3 is suitable for the MDD framework. We have 
hosen to usethe XACML poli
y language along with Sun's implementation of the XACMLauthorization engine [6℄.View Conne
tor Given the two aspe
ts of a system, we would like to expressthem in separate models and weave them afterwards. We 
an leverage on the
on
ept of a view 
onne
tor, however we need a systemati
 approa
h to representit on a modeling level.We represent the view 
ontroller as a non-self-
ontained model that referen
esthe appli
ation and a

ess interfa
e models using UML dependen
ies. We have




reated a simple UML pro�le in order to assign di�erent semanti
 meanings tothe dependen
ies by stereotyping them. The spe
i�
ation of a view 
ontroller
onsists of three parts, whi
h we dis
uss separately.1. Map appli
ation obje
ts to se
urity obje
ts and subje
ts:Mapping appli
ation obje
ts to se
urity obje
ts and subje
ts is done by usingUML dependen
ies marked with the ≪map_obje
t≫ and ≪map_subje
t≫stereotypes respe
tively.2. Map operations to semanti
 a
tions:Mapping of operations to semanti
 a
tions is realized by UML dependen
iesmarked with the ≪map_a
tion≫ stereotype.3. Determine attribute 
omputation for se
urity obje
ts and subje
ts:We 
onsider the attribute 
omputation as a mapping as well and represent itby using UML dependen
y marked with the ≪map_attribute≫ stereotype.In 
ase a more 
omplex 
omputation is ne
essary, the approa
h requires thatthe 
omputation is en
apsulated within a helper method, and the se
urityattribute is mapped to that method.This set of mappings is less expressive 
ompared to a programming language su
has CaesarJ. However, we believe that in most 
ases this set will be su�
ient. Wehave performed these three mapping steps on the 
alendar system (see Fig. 6).As the 
ase study is relatively simple, most of the mappings are obvious. Noti
ethat more than one 
on
ept from the appli
ation model 
an map to a single
on
ept from the a

ess interfa
e (e.g. both Entity and Calendar 
lasses map tothe same Calendar obje
t). The dependen
ies resulting from the third step are
alendarOwner mapping to owner, and se
 mapping to se
retary. Some of thedependen
ies and stereotypes are not shown for readability purposes.
Calendar

+deleteEntry( e : Entry )
+updateEntry( entryID : int, t : TimeInterval, r : Resource )
+addUserToEntry( user : User, entry : Entry )
+newContinualEntry( f : TimeInterval, e : date, r : Resource )
+newEntry( t : TimeInterval, r : Resource )
+getAllEntries() : Collection
+registerEntry( e : Entry, r : Resource )

Resource

+bookEntry( e : Entry )
+cancelEntry( e : Entry )
+showBookings() : Collection

<<object>>
Calendar

+deleteEntry()
+editEntry()
+newContinualEntry()
+newEntry()
+showEntries()

Entry

−timeInterval : TimeInterval
−EID : int

<<subject>>
CalendarOwner

<<subject>>
Secretary

<<object>>
Resource

+book()
+cancel()
+initialize()

<<subject>>
Employee

Employee

Secretary

User

<<map_object>>

<<map_action>>

<<map_action>>

<<map_subject>>

<<map_subject>>

<<map_subject>>

<<map_object>>

<<map_subject>>

Fig. 6. View Conne
tor



4.2 Transformation and Code GenerationGiven the UML2 models of the two aspe
ts and their binding information, wehave developed model-to-
ode transformators for two target platforms: CaesarJand Java. Both transformators are implemented in MOFS
ript [5℄, whi
h takesas an input the UML2 models using the E
lipse Modeling Framework. Given theinput models with a de�ned semanti
s it is relatively straightforward to writea transformator. Currently only 
lass models are used in the transformators.Behavioral models should be implemented manually in the sour
e.CaesarJ Transformator The implementation of the CaesarJ transformator isstraightforward. The appli
ation model is transformed to pure Java sour
e 
ode.The a

ess interfa
e and the view 
onne
tor are transformed to CaesarJ spe
i�
sour
e. The CaesarJ platform weaves the three 
on
erns at byte-
ode level. Wehave used the around advi
e 
onstru
t that in 
ase of a su

essful authoriza-tion the original method pro
eeds with its exe
ution; otherwise an ex
eption isthrown. A more detailed des
ription of the CaesarJ 
ode 
an be found in [8℄.Java Transformator Noti
e that the input UML2 models impli
itly 
ontain in-formation about all the point
uts and advi
e. Dependen
ies marked with the
≪map_a
tion≫ stereotype denote the mapping of operations to semanti
 a
-tions. These are pre
isely the pla
es where the exe
ution of the appli
ation shouldbe stopped and dire
ted to the authorization engine in order to perform an a
-
ess 
ontrol. Hen
e we 
an also perform the 
ombination on a modeling level byinje
ting the a

ess 
ontrol 
he
ks just before the exe
ution of a se
urity spe
i�
operation using an if-then-else 
onstru
t. In theory we 
an produ
e the 
ombinedwoven model before generating Java 
ode. However in pra
ti
e, we skip this step,sin
e it is easier to generate Java dire
tly from the input models.5 EvaluationWe have shown in this small 
ase study that existing state-of-the-art MDDte
hnologies 
an enable the 
omposition of a primary appli
ation model with adomain-spe
i�
 model of a

ess 
ontrol. The presented MDD approa
h is 
ur-rently limited to solely addressing the se
urity (sub)
on
ern.We have developed two model transformators that generate 
ode for aspe
t-oriented and for obje
t-oriented platforms. The CaesarJ transformator generatessour
e 
ode identi
al to the prototype implementation provided in [8℄. The be-havior of the appli
ation 
ore should be manually enri
hed dire
tly in the sour
e
ode. The Java transformator generates sour
e 
ode equivalent to that of theCaesarJ platform. All se
urity spe
i�
 
on
erns are fully automati
ally gener-ated. The behavior of the appli
ation model should be manually enri
hed dire
tlyin the sour
e 
ode for both transformators.Based on our 
ase study we have obtained equivalent sour
e 
ode. We haveobserved that the CaesarJ platform is still somewhat bene�
ial over the Javaplatform. The transformator for the AO platform is mu
h more simple as it



transforms ea
h of the 
on
erns to a separate module, and leaves the weaving tothe platform. Given the stru
tural models we only generate skeleton 
ode andleave the implementation of the behavior to the programmer. An AO platformseparates the appli
ation 
ore from the se
urity 
on
ern, hen
e the AO sour
e
ode is better stru
tured and easier to maintain. In addition, 
onsider the s
e-nario when only the a

ess interfa
e or the appli
ation model 
hanges. Giventhat AO platforms keep the 
on
erns separated also in the 
ode, we will need toregenerate only the sour
e 
ode for the modi�ed model. However, AO platformsare relatively new and less stable. Moreover, the sour
e 
ontains 
ontrol �owswit
hes at the point
uts to the advi
es whi
h perform the a

ess 
ontrol.The Java platform is more established and Java sour
e 
ode provides a betterview of the thread of exe
ution. However the Java transformator has to performthe weaving of the models, whi
h makes the transformator more 
omplex. Thegenerated woven 
ode is less stru
tured and harder to maintain. In 
ase only thea

ess interfa
e or the appli
ation 
ore 
hanges, we will need to regenerate andre
ompile the whole sour
e 
ode.One of the main 
hallenges of our approa
h is s
alability: aspe
ts su
h asreliability and distribution will need domain spe
i�
 models. For ea
h of thosedis
iplines, one needs domain spe
i�
 expertise that provides te
hniques and
on
epts similar to the a

ess interfa
e/view 
onne
tor solution. One also needsa dedi
ated MDD transformator for ea
h aspe
t and platform. In this 
ontext,an AO platform will be even more bene�
ial as its transformator will be simplerand faster to write. Finally, we did not yet explore the potential of dynami
weaving of the CaesarJ platform.6 Related WorkCottenier et al. [7℄ de�ne an approa
h that weaves behavioral aspe
t modelswith the 
ore of the system. Cross
utting behavior is designed with plain SDLstate
harts from a perspe
tive that is de�ned by lightweight extensions to theSDL and UML metamodels. A 
onne
tor metamodel de�nes the stru
ture of theaspe
t-to-
ore binding de�nition. Finally, a weaver behavioral metamodel de�nes
omposition primitives for spe
ifying weaving strategies. The work de�nes atranslationisti
 approa
h, whi
h advo
ates a pre
ise modeling of all aspe
ts ofthe appli
ation in
luding the te
hni
al implementation details. Our frameworkbelongs to an elaborationisti
 approa
h, where only stati
 stru
ture is modeledand some 
ode is generated. The rest of the 
ode is manually enri
hed.Reddy et al. [10℄ present an approa
h for 
omposing aspe
t-oriented design
lass models, where ea
h aspe
t model des
ribes a feature that 
ross
uts elementsin the primary model. Aspe
t and primary models are 
omposed to obtain anintegrated design view.Clarke et al. [1℄ proposes a UML design model that en
ompasses di�erentseparation-of-
on
ern te
hniques. A Theme represents a modularized view of a
on
ern in the system. It allows a developer to model features and aspe
ts of asystem, and spe
ify how they should be 
ombined.



In 
ontrast to these works, our approa
h is less generi
 as it en
ompassesonly one aspe
t of a system. Moreover, we do not expli
itly model the weavingstrategy, but embed it in the transformator. Our approa
h de�nes an elaboratedpro
ess though, whi
h allows starting from high-level requirements (poli
ies) toobtain a semi-automati
ally generated sour
e 
ode framework.7 Con
lusions and Future WorkIn this paper we have evaluated an approa
h to apply state-of-the-art MDDte
hnologies in the 
ontext of AOM. We have studied an AO solution that mod-ularizes the enfor
ement of appli
ation-spe
i�
 a

ess 
ontrol poli
ies. We havedetermined that MDD te
hnologies 
an enable the given solution. However, weare aware that the approa
h 
an only s
ale to other aspe
ts if the related models
an be managed by a lightweight transformation. In addition, we have arguedthat even though it is possible to weave the aspe
ts on a modeling level webelieve that AO platforms still o�er 
ertain advantages over the OO platforms.In the future, we plan to provide metri
s for a true 
omparison of the AO andOO solutions. Moreover we will investigate how the dynami
 weaving propertiesof AO platforms 
an 
ontribute. In addition, we will investigate the s
alabilityof our approa
h, realizing other 
on
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